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Data Backups

Cannot recover files encrypted before detection!Backups could be targeted by ransomware!

State-of-the-Art Defenses: Software-Based Approaches

Systems Platform Research Group at UIUC



5

State-of-the-Art Defenses: Hardware-Based Solutions

Systems Platform Research Group at UIUC



SSD-Insider (ICDCS’18)

5

State-of-the-Art Defenses: Hardware-Based Solutions

Exploit out-of-place updates in SSD to retain victim data!

FlashGuard (CCS ‘17)

TimeSSD (EuroSys’19)
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Ransomware will Evolve
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SSDs are becoming 
increasingly popular

Adapting to SSDs 
requires few changes
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Dump large amounts of data to SSD to trigger GC!Waits until data is removed by default GC!Use trim command to directly remove data!
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Ransomware Evolution: Ransomware 2.0
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Track all operations within the SSD 
in time order!

Transparently offload retained data 
to remote servers!
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Threat Model for Encryption Ransomware

Block Driver

Application

kernel
userspace

Block I/O Interface

Smaller Trusted Computing Base!

Hardware Isolated from Malicious Processes!
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Transfer data during idle cyclesKeep valid data locally

16

RSSD: Design Challenges

Impact on Storage 
Performance

Limited Local 
Storage Capacity

Systems Platform Research Group at UIUC



16

RSSD: Design Challenges

Impact on Storage 
Performance

Limited Local 
Storage Capacity

Trusted 
Post-Attack Analysis

Systems Platform Research Group at UIUC



Hardware-isolated logging Log operations in time order
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Reduce storage overhead and data transferred!
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Performance Optimizations in RSSD
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Transfer only 
retained data

Delta compression Use idle cycles to 
transfer data

Transfer data during predicted idle cycles!

I/O I/O

Idle!
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Only 24% report 
post-attack analysis!

Analysis took 6 
weeks on average!

Software-based logging 
cannot be trusted!

Trusted post-attack analysis is highly desirable!
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Defending Against Ransomware 2.0
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Defend against trim attackDefend against GC and 
timing attacks

Defend against unknown 
future attacks

Retain trimmed data by repurposing the trimming function!Zero data loss recovery and trusted post-attack analysis!
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Setup

1 TB
64 pages/block

4 KB/page
over-provisioning ratio: 15%

Enterprise servers (11 workloads)
University machines (6 workloads)

Storage benchmarks: IOZone/Postmark
Database workloads (TPCC/TPCE)

1,477 ransomware samples (VirusTotal)
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Ransomware Samples

Storage Workloads



RSSD can retain data for over 200 days!
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RSSD introduces less than 1% performance overhead!
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Impact on Storage Performance

Systems Platform Research Group at UIUC

0

0.5

1

1.5

2

2.5

3

hm src ts wdev rsrch stg usr fiu-res email online web webusers

A
vg

. I
/O

 L
at

en
cy

 (m
s)

Regular SSD LocalSSD LocalSSD+Compression RSSD



RSSD 
Summary

17

Zero Data Loss Recovery Network-Storage Codesign



RSSD 
Summary

17

Zero Data Loss Recovery Network-Storage Codesign

Trusted Post-Attack 
Analysis

Hardware-Assisted Logging



Thank You!

Benjamin Reidys, Peng Liu, Jian Huang

breidys2@illinois.edu, pxl20@psu.edu, jianh@illinois.edu
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